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RFID – ETC

Radio Frequency Identification Device - Explosives Tracking Code

The layout of the RFID – ETC tag is based around the EAN 128 or simular international standards.  We have had to expand some of the fields due to the way code is written in blocks of 4 bytes.  Also we have designed the tag to incorporate current barcode layouts into the tag format without the current user having to rewrite their system to accept this code.

Major consideration has gone into international explosives report standards and meeting military requirements.
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Executive Summary
Global Tracking Solutions have developed a simple but effective way to capture data on an RFID tag that will allow all countries around the world to adopt this as a standard.

RFID – ETC has 4 key areas

1. Chip supplier data

2. Manufacture

3. Free data

4. Electronic signature
These areas are covered in greater detail later on in this paper however there are a couple of areas that are critical to the success of this code.

Chip suppliers: around the world there are a large number of RFID tags suppliers.  These tags are going into everything from clothing labels to bags, passport to pallets and even tracking patents in hospitals.  The number of tags that are available to be scanned at airports or train stations etc is growing astonishingly fast, as the Government around the world steps up the requirement to track explosives in far greater detail and needs to have the information stored for up to 10 years.  RFID is the fastest and most cost effective way of bridging this gap however if we look at China:   Last year China manufactured over 3.2 Billion detonators in the Chinese Government approved factories.
India has over 78,000 explosives manufacturing plants of which over 21,000 are detonator manufacturers.
If we were to tag every detonator coming out of these countries we would have a way of tracking all their detonators around the world.

The problem is there is no international standard governing how data is placed on the explosives RFID tags.  It is possible that RFID readers would be able to identify what is an explosives tag and what is not in a fast and effective way.

GTS is recommending that all explosives manufacturers agree that every RFID tag that they purchase contain the letters expl after the UID number.  This allows any RFID reader to be programmed to look at block four on any tag to see if it is an explosives tag.

Shotfirer ID number: These 8 bytes located on blocks 27 and 28 of the tag are home to the ID number of the individual shotfirer when he books out a unit/box. This now allows Electronic Proof Of Delivery (EPOD) process to come into effect.
When explosives are booked out of a manufacturer’s plant to a magazine, the person responsible can now have his ID number placed onto the tag.  This EPOD signature can be removed once the explosives are delivered to their approved magazine locations.  Again if a shotfirer removed explosives to be used his EPOD signature will be placed on blocks 27 and 28 of the tag and stay until the explosives are consumed in a blast.
If somehow, explosives were found in a non approved location the police would be able to have the tag check.  They would then reference the EPOD signature against their data base of licensed personnel to identify the last approved person to have control of this explosive.
1. Chip supplier data

Every chip made around the world has an UID number of 16 bytes in blocks 1 to 4.  GTS has started to place the letters EXPL in block 5 on all the tags that it is issuing for explosives.

The plan is to have this incorporated into the manufacturing process so that these letters are added when the chip is placed on the RFID tag.  

The biggest winner is that any reader around the world could be set up to look for this block on any tag.

GTS does not believe that a non explosives manufacturer would place the letters EXPL on block five knowing that this tag would set off alarms on their products.
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Factory programmed 8 byte RFID tag UID number plus

EAS,AFI,DSFID control bytes & write access conditions

Explosives


2. Manufacture
Manufacturing is the greatest open writeable section and is broken down into 10 sections:

a. UN Number




b. Country of manufacturing
c. Units

d. NEQ (Net Explosive Quantity)

e. Manufacturing plant



f. Product code / Material number


g. Batch

h. Serial number

i. Open space (Extra support data can be add here)
j. Unit ID number
a. Date
b. Packing

c. Product type

d. ID number

The explosives manufacture has a total of 84 bytes made available.  This allows for a standard 48 bytes bar code to be placed into this section along with other important data e.g. UN Number, Country of manufacturing and Unit ID number.  Key data has being place into block of 4 bytes and will result is taking up space with non required data.  Examples of this are the UN number, country of manufacturing and manufacturing plant.  This is to allow readers to focus on a block, to read key information rather than having to read part blocks.  
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a. UN Number: being the serial number assigned to the article or substance under the United Nations system for dangerous goods, specified as dangerous goods of Class 1, being explosives, together with a number of related goods.

b. Country of manufacturing: This is the ISO 3166-1 alpha-2 codes that are a two-letter country codes in the ISO 3166-1 standard to represent countries and dependent territories. They are published by the International Organization for Standardization (ISO) as part of its ISO 3166 standard. They are the most widely used of the country codes published by ISO, and are used most prominently for country code top-level domains (with a few changes). They were first included as part of the ISO 3166 standard in its first edition in 1974.
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c. Units: this is the number of unit/s that relate to the tag.
If the RFID - ETC tag was on a detonator or cartridge it would read 0001 whereas if the RFID - ETC tag was on a box of 400 detonators it would read 0400.

d. NEQ (Net Explosive Quantity): Is a measure in kg as outline below.
An explosives detonator would read


.001
150 gram explosives primer would read

.150
25 kg box of explosives would read


0025
500 kg military bomb would read


0500

This allows items like detonators and cartridge products to have the correct NEQ placed onto the box as each item tag is read prior to being placed into a box. 

e. Manufacturing plant: this is a number that a government supplies to every manufacturing plant.
This next section of 44 bytes is open field and can be filled based on the manufacturer’s requirements.  This is where the manufacturer can place his current product manufacturing information from a bar code.
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f. Product code / Material number: This can be used for the type of product or the mark/brand name of the product or material number used in the QA/QC process. 
g. Batch: This can be the date of manufacture or some QA/QC type tracking system.
h. Serial number: This can be letters or numbers used tracking the number within a batch type system.
i. Open space: This is free space that is not assigned in this example of a tag layout.
	0
	7
	0
	4
	2
	0
	4
	2
	c
	3
	0
	a
	2
	b
	f
	9

	16

	Year
	Month
	Day
	Packing
	Product type
	ID number



	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	0
	7
	0
	4
	2
	0
	0
	0
	C
	3
	0
	a
	2
	b
	f
	9

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


j. This layout is based around the EAN 128 or simular international explosives ID mandates/standards.  We have had to expand some of the fields as data is written to memory in blocks of 4 bytes.
This RFID ID number 07042003C30a2bf9 in fields 113 to 128 is broken down by the reader to allow us to track an individual unit.

*An individual unit is defined as a single unit and can be any thing from a cartridge, bag, box, through to a pallet.
a. The reader will decode Bytes, 113 to 118 to get year, month, day of manufacture





070420
b. Byte 119 & 120 give us the packing type which is based around the ETC layout to be used on the packing



00
c. Byte 121, this single character is used to identify what type of product the tag went into at manufacturing   



c
d. Bytes, 122 to 128 are assigned as the tag ID at manufacturing and allow a manufacturing plant to have 268,777,216 combinations that can be used in a single a 24 hour period




30a2bf9
The 2 key reasons that Global Tracking Solutions have used this system are:
i. ID can be printed onto a label using the approved hexadecimal system of numbers 0 to 9 and letters a - f as this takes away the issues around o & 0 - I & 1

ii. A manufacture plant has 268,777,216 combinations that can be used in a single RFID tag in any one of 16 product types within a 24 hour period without duplication in 99 years.
3. Free data
Due to the 108 bytes of space on an RFID tag compared to the 48 on a standard barcode we now have the availability to have a read/ write section that can be opened or locked. This free data space is made up of 16 bytes and provides an extra area that can be used for support data and is available for either manufacturers or consumers.
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This area is reserved for general use,  some examples that this space could be used for 

are,

1.0 Shipping information from the manufacturer to army, air force or navel magazine 

or to military zone / location.



2.0 In a case where explosives are made overseas and the labelling does work in the 

Australian stock management system, this area could be used and locked by the 

service sub section.


a. This area is reserved for general use and some examples of what this space could be used for are.
a. Shipping information from the manufacturer to mine sites and/or mine site magazine to blasting location.
b. In a case where explosives are made overseas and the labelling does work in the Australian stock management system, this area could be used and locked by the reseller.
c. Emergency contact phone numbers
4. Electronic signature

Personnel accountability is something security people have only dreamt of.  Now the new RFID – ETC tags will have the ability to implement Electronic Proof Of Delivery (EPOD) and place a Shotfirer number on each tag.  We have allocated 8 bytes in blocks 27 and 28 of the tag.
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Shotfirer ID number


a. When explosives are booked out of a manufacturer’s plant to a magazine, the person responsible can now have his ID number placed onto the tag.
a. This EPOD signature can be removed once the explosives are delivered to their approved magazine locations.
b. A shotfirer removes explosives to be used and his EPOD signature will be placed on the tag and stay until the explosives are consumed in a blast.
c. If somehow, explosives were found in a non approved location the police would be able to have the tag checked.  They would then reference the EPOD signature against their data base of licence personnel to identify the last approved person to have control of this explosive.
ETC Bank is the data collection point that allows all RFID - ETC data to be storage in a secure data bank environment while meeting the requirements for data to be stored for 10 years.

ETC Bank also provides log in access for Companies and Governments and allows them to issues ETC Shotfirer ID numbers via an online application process.  
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If we operated only one PK machine 

making cartridges for a full 24 hour 

period.

Based on the 7 byes, we could make 

265,435,456 

units.

Bag

Container

Bin

Package

Coil

For military use 

For military use 

Unit

Roll

Pallet

Box

For military use 

For military use 

0: When an explosives 

product turns up without any 

form of RFID tagging a non 

manufactured individual ID 

number tag can be 

generated.

For military use 

For military use 

For military use 

For military use 

For military use 

AN 

a

: AN based product type 

that are bagged e.g. ANFO, 

AMEX, Sandfold

Boosters

Cartridge

Detonator

Exploding cord

f: are specialist product like 

Ballistic disc, not core 

blasting products.

Other explosives

Non RFID supplied product

RFID - ETC tag lay out of individual ID numbering at 

Year

Month

Day

Packing

Product type

ID number





[image: image11.png]
























































































































































































































































































































































































































































































































Commercial in Confidence – RFID- ETC layout document – September 2008 ©
1

